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ABSTRACT

With large scale proliferation of internet and network, more and more people tend to communicate
through the insecure network channels. So, to avoid illegal access of confidential and private
resources, user authentication is the primary requirement of this age. Nowadays, smart card based
authentication schemes have been deployed widely to ensure the legitimacy of a user’s access
request. Smart cards can be associated with the other traditional authentication schemes like
password or PIN, to enhance the security level of the system. In recent years, numerous
researchers have focused on the field of user authentication schemes and figured out a new
advanced and secure mechanism by employing biometrics as an authentication tool in smart card
systems. In this paper, the authors have made a detailed survey on some eminent existing
biometric technique based smart card authentication schemes. Since the existing schemes have
several security pitfalls and are susceptible to dangerous attacks, this study will pave a way
towards the evolution of an ideal authentication scheme that can attain every possible goals.
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INTRODUCTION:

In this web-enabled world, where every well-intended technological advancements makes its fate to be soon
abused by someone malevolent, it have become very crucial for us to bring into existence an optimal secure
solution that can provide reliable service to all facets of our modern life. With the advancement of science,
individuals can move on with its every vital information effortlessly with the help of smart card based
technology. This appliance not only can be used as a storage device but also play a significant and inevitable
role in proving remote user’s authentication, identification or secured access to the ICT systems. But, as usual,
these easy to use, portable, intelligent devices are also not free from the mal-intentions of the fraudsters. To get
rid of the frequent and severe fraudulent attacks, numerous anti-attack schemes were undertaken by the
researchers. Password authentication schemes [36, 37], Dynamic ID-based schemes [38, 39], time stamp based
schemes [40, 41], nonce based schemes [42, 43], etc. are some of their eminent creations. In the last few years,
a new technology named biometrics has spurred a great deal of interest in the field of research and has also
achieved the height of popularity in electronic personal identification and authorization of individuals at the
POS (Point of Sale) terminals. Biometrics when combined with smart card technology creates a tight bond
between the smart card and the cardholder. In our paper, we have carried out a thorough study over such
biometric-based user authentication schemes using smart cards.

Section Il describes the need of biometric technology in smart card authentication. Section Il includes a
literature survey on the biometrics based smart card authentication schemes. Conclusion drawn from the entire
study is mentioned in Section IV. Section V contains the references.

NECESSITY OF BIOMETRICS FOR IMPLEMENTATION OF AUTHENTICATION IN SMART CARDS:

Biometrics can be used as an effective authentication tool to be implemented in smart card technology. This
section will give an overview of the smart card and biometric technology and discuss the need of biometrics in
smart card authentication and working of this combined technology.

a) SMART CARD TECHNOLOGY:

A smart card [44, 45, 46] is an intelligent device which is externally made of plastic containing an embedded
integrated computer chip i.e., ICC (a microprocessor with or without memory) in it. This card is capable of
storing up to 64Kbytes of information [45]; capable of performing its own processing functions and can be read
by a terminal via smart card readers [52]. The information stored on the smart card can be secured using
advanced security techniques viz., advanced cryptographic techniques and digital signature schemes. For
performing the complex cryptographic computations, some smart cards contain an additional processor called
cryptographic co-processor [47, 48] which makes the operations faster with an increase in efficiency. Due to
such advanced features, the smart card technology can provide a strong authorization, confidentiality, security
and integrity to the users of the authentication systems.

Based on the mode of access, the smart cards can be classified into four types:

\ 4 v v v
Contact Smart card [46, 49] @ntacﬂess Smart Card [46, m Hybrid Smart Card [51] Combined Smart Card
Inserted into the reader to get 50] Cards with two or more [51]

Cards consisting of a
single ICC which can be
used both as contact as
well as contactless chip.

than two ICCs with
different embedding
technologies; eg. a smart
card with both contact and
contactless chips,
embedded on it.

access of it.
The gold plated contact pads
on the surface of the card
make the contact between
the card reader and the smart
card.

»Can be accessed by placing it in
close propinquity with the card
reader.
An embedded antenna on the card
catches the radio frequency
generated by the reader and

!Jerforms the data transmissionj

Fig. 1: Classification of smart cards

Smart cards are becoming more and more popular in our day-to-day activities. Their applications [46, 53, 54,
55] include but are not limited to e-commerce applications like payment cards (credit cards, debit cards, EMV
cards [67], ATM cards, public phone payment cards, etc.), mobile SIM cards, electronic purse [68], etc.; e-
governance [1,5,6,7,9,11,12] applications like citizen ID cards, electronic passports [69], driving license, etc.

International Refereed Research Journal m www.researchersworld.com m Vol.— IV, Issue — 4, Oct. 2013 [104]



ResearchersWorid -Journal of Arts, Science & Commerce m E-ISSN 2229-4686 m ISSN 2231-4172

and e-health [70] applications like medical 1D cards and many more like student ID cards, employee ID cards,
token for car parking, in public transits, in getting access to restricted buildings, etc.

b) AUTHENTICATION IN SMART CARDS:

In the context of communications across a network, the network terminals must be protected from the unwanted
fraudulent attacks. So, a user of a system needs to prove his identity electronically before getting access to it.
This process of validating a user’s identity for access to a secured terminal is known as authentication [56, 57,
58, 59, 60, 61]. Authentication of a user can be carried out in the three possible ways-

The information which is known to the user i.e., Password, Personal Identification Number (PIN) or pattern.
The token possessed by the user i.e., Smart card.

The unique physical or behavioral characteristics that a user have i.e., biometric data.

The simplest and cheapest authentication technique widely used for authentication purpose is the password [56]
based schemes. Though simple in implementation, this scheme is vulnerable to password guessing attacks,
replay attacks, dictionary attacks and social engineering attacks. To reduce the chances of guessing attacks, a
user can choose a long and complex password which in turn is difficult for the user to remember. Replay attacks
can be curbed to an extent by using encrypted passwords. One-time password [62, 63] is a better authentication
technique where the passwords for each login are unique and randomly generated numbers. These one-time
passwords can be combined with smart cards to build a secure solution. But this is not the optimal solution as it
can be invaded by the man-in-the-middle [2] and man-in-the-browser [8] attacks and is also time consuming.
Moreover, passwords or PINs are liable to be forgotten, copied, stolen and subsequently used malevolently by
the imposter.

Smart cards are more secure than the other aforementioned techniques due its Public Key Infrastructure (PKI)
[64].But, like passwords and PINs, the smart cards are also susceptible to loss, theft and finally can be used for
unauthorized access.

The third possibility i.e., the biometrics can provide a stronger authentication and non-repudiation as it is very
unique to an individual i.e., hard to copy or replicate or deny and also cannot be easily stolen. Biometrics can be
integrated with the second possibility i.e., the smart card to build a more sound, fast and secure user
authentication system.

C)BIOMETRICS ASATOOL FOR IMPLEMENTATION OF AUTHENTICATION IN SMART CARDS:
i) OVERVIEW ON BIOMETRIC TECHNOLOGY:

Biometrics [3, 4] is a term related to the identification or verification of individuals based on its own physical or
behavioral traits. The physical biometrics is based on the individual’s anatomy. It includes fingerprint
recognition, retina/iris scan, face recognition, vein pattern analysis, etc. Behavioral biometrics encompasses
speech recognition, signature pattern, gait analysis, keystroke dynamics, etc. These biometric traits are very
unique to an individual and can be extensively used as a tool for identification. To get more accuracy and
security, some systems use a combination of multiple biometric traits to identify an individual.

These biometric techniques when combined with the smart card technology gives birth to a new generation two-
factor authentication tool where the biometrics embedded in the smart card will verify the authenticity of the
cardholder, thereby reducing the chances of illegitimate access, identity theft and similar fraudulent actions and
enhancing the security, privacy, efficiency, reliability and providing strong non-repudiation to the smart card
systems. The confidential information stored on the card including the bio-template is encrypted using advanced
cryptographic and digital signature schemes; which make the smart card more tamper proof even on loss of the
card. Some systems also employ three factor authentication comprising smart cards, biometrics and
PIN/password to build an unbeatable secure solution.

ii) WORKING PRINCIPLE OF ABIOMETRIC SMART CARD:

The working of a biometric smart card [44] can be expressed in the following steps:

Step 1: Enrollment: This is the preliminary phase where a user enrolls its biometrics in the smart card. The user
biometrics is first captured using a biometric sensor, its unique features are extracted and converted into a
biometric template and finally stored onto the smart card to make it ready for use.

Step 2: Authentication: After enrollment, when the user attempts to access a secure system using smart card, a
fresh biometric data is again required to be placed on the capture device, attached to the secured terminal. This
live biometric is then compared to the biometrics stored on the smart card. The matching mechanism can be
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carried out in two ways:

a) Match-off-card: In this mechanism, the matching operation is carried out outside the smart card. When a user
places his biometrics for authentication, the biometric stored on the card is extracted and compared to the live
biometric in an external device which may be a card reader or a remote server. This mechanism may face security
risks as the communication channel between the matching device and the smart card may face eavesdropping or
the matching device may be compromised thereby losing the confidentiality of the smart card data.

b) Match-on-card [65]: This is a more secure way of implementation where the matching is performed within
the smart card itself. During authentication the live template is captured and sent to the smart card for its
verification. The smart card having the capability of performing the matching operations, compares the live
biometric with its stored biometric template and gives the result back to the external terminal. This technology
protects the privacy of the biometric information of the user, as the biometric data doesn’t need to go out of the
card for its processing.

If the matching score is above the threshold value, then the user will be authorized for the system access and if
it does not reach that level, then the access is denied. This threshold value [66] is chosen based on the need of
accuracy level of the application.

LITERATURE SURVEY:

In this paper, we have carried out an exclusive survey [10, 13] on some of the eminent schemes postulated to
implement biometrics as an authentication tool in smart card technology.

Paper Title Objective Tools/Techniques
Fingerprint-based ¢ To enhance the security of the password based o The security of this approach
remote user | user authentication schemes in smart cards, the is based on the EIGamal

authentication
scheme using smart

authors have presented a new scheme which
introduces a new technology “Biometrics” in the

public key cryptosystem,
with two secret keys.

cards field of information security. e The biometrics used in this

[15] e This scheme does not require the system to store approach uses fingerprint
password tables and hence makes the system more verification with minutiae
secure. matching techniques.

e |t is proven that this scheme can withstand the
replay attacks and impersonation attacks. But the
system can face impersonation attacks if one of
the secret keys used in this scheme is hacked by
the attackers.

o |t can work efficiently and with an enhanced
security on a remote user authentication system.
Further o The authors here have analyzed the security e The authors have proved that
cryptanalysis of | pitfalls of the Lee-Ryu-Yoo (LRY) scheme [15]. LRY scheme is insecure by
fingerprint-based | e The article proves that the LRY scheme is invading the scheme using

user do not have the privilege to choose and alter
passwords.

o They have also pointed out that in LRY scheme,
the server generated passwords are too long for a
user to remember.

remote user | vulnerable to forgery attacks. some well known attacks.
authentication e It proves that on loss of the server generated e They have also analyzed the
scheme password, the system can get compromised and is other features of the LRY
using  smartcards | not easy to repair. scheme and pointed out its
[16] e The authors also show that in the LRY scheme, the | drawbacks.

Secure Fingerprint-
Based Remote User
Authentication
Scheme Using
Smartcards [17]

o In this paper, the authors have proposed a new
scheme to resolve the drawbacks of the LRY
scheme [15], as figured out in aforementioned
Chang-Chiang’s article [16].

o The proposed scheme can withstand the well
known forgery attacks used to invade the LRY

o The proposed scheme uses
one way hash function and
fingerprint verification as its
security tool.

e In order to avoid the
complexity and to enhance
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system.

o Unlike the LRY scheme, this system can be
repaired after being compromised.

e The password selection and alteration are
convenient in this scheme.

e |t provides lower computation cost relative to the
LRY scheme.

the efficiency, the proposed
scheme does not use the
multiplication and
exponential operations.

A flexible
biometrics remote
user authentication
scheme [18]

o In this article, the authors have presented an

enhanced version of the above listed Lee-Ryu-Yoo

scheme [15].

¢ They have pointed out that the Lee-Ryu-Yoo
scheme is susceptible to the masquerade attack
and so is less secure.

e The proposed scheme provides relatively more
security and more flexibility (has the provision to
change passwords easily).

e The scheme can be implemented in high security
applications.

e The security is enhanced
through ElGamal’s
cryptosystem using only one
secret key, fingerprint
verification using minutiae
recognition, password and
smart card technology.

e The techniques involved are
one way hashing, Exclusive
OR function and modulus
operation.

e The scheme uses timestamp
for synchronization.

Security of the Lin-
Lai smart card
based
authentication
scheme [19]

user

The authors of this article have figured out that the
security of the Lin-Lai’s scheme [18] fails in the

following aspects:

o Absence of any threat model (threat possibilities)
in the scheme.

e The system gets compromised on loss of smart
card and password.

e Faults in synchronization attempts.

o Absence of any user identifier input format.

e The password change facility does not require the
user to place the existing password.

In this paper, the authors have
analyzed the above mentioned
Lin-Lai scheme, discussed its
security issues and established
that Lin-Lai’s scheme cannot
provide a fool proof security
to the system.

Remote Password
Authentication
Scheme with Smart
Cards and
Biometrics [20]

e The authors here have proposed a new and
improved remote three factor authentication
scheme, compares its performance and security
with the previously proposed three factor
authentication schemes, and finally concludes that
their scheme is more secure, efficient and a truly
three factor authentication scheme, capable of
preserving the user’s privacy.

o The attackers cannot invade the system if at least
any one of the three factors is unknown to them.

e The proposed scheme verifies the authenticity of
the three factors (biometrics, smart card and
password) in the remote server.

o |t can resist replay attacks and offline dictionary
attacks.

e The scheme provides low computation costs
which make it more effective and applicable to
smart card environments.

e The privacy of the biometric
template is preserved by
associating it with a random
number using an X-OR
operation.

o The fingerprint sensors are
placed on the smart cards
rather on the image capture
devices, which prevents the
invaders to steal the
biometric traits.

o The security of this scheme
is enforced through Rabin’s
public key encryption
algorithm.

A Two-Factor
Mutual
Authentication
Scheme

Using Biometrics

o Atwo factor mutual authentication scheme has
been proposed by the authors in this article.

o The scheme reduces the chances of identity theft
by storing some auxiliary information generated
from the biometric template, instead of storing the

e The scheme uses the two
factors- Biometrics and
smart card to ensure privacy
and security of the system.

o One-way collision resistant
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and Smart Card

[21]

template itself, on the smart card.

e It is proven to withstand impersonation attacks,
stolen verifier attacks, replay attacks and stolen
smart card attacks and can also preserve the
privacy of the user’s biometrics.

hash functions and
Exclusive OR operations are
the techniques used in this
algorithm.

o Error control codes are used
to remove the noisiness of
the biometric templates.

A New Efficient
Fingerprint-Based
Remote User
Authentication

In this paper, the authors have discussed the security
issues of the above mentioned Lin-Lai scheme,
proved its vulnerability towards impersonation
attacks, and proposed a new improved scheme

The security of the scheme has
been achieved using the one
way hash function and discrete
logarithm problem.

Scheme for | which provides better security, efficiency and incurs

Multimedia comparatively less computation costs in the

Systems [22] multimedia environment.

An Improved | e The authors here have performed a cryptanalysis | The scheme uses discrete

Fingerprint-Based
Remote User
Authentication

on the above listed Yoon-Yoo scheme [22] and
revealed that the approach is vulnerable to
impersonation attacks.

logarithm problem, one way
hash  function, fingerprint
verification and smart card

Scheme Using | e They have launched a new scheme which can | technology to enhance the
Smart Cards [23] withstand such attacks and provide more security | security of the Yoon-Yoo
and efficiency to the authentication system. scheme.

e The proposed scheme incurs relatively low
computation costs with respect to other similar
schemes.
Provably  Secure | e This scheme puts emphasis on the privacy | e Here, the three factors-
Remote Truly protection of the biometric templates. smart card, Biometrics and
Three-Factor e Timestamps are not required anymore for | password are used to

Authentication
Scheme With
Privacy Protection
on Biometrics [24]

synchronization.

e Users are free to choose their passwords.

e This approach achieves its completeness through
the GNY logic and its security using the Bellare
and Rogaway’s model.

o |Its low computation cost makes it appropriate for
smart card implementations.

implement the scheme.
e The security of the scheme

is strengthened using a
strong cryptographic
algorithm where the

biometric template is used as
an encryption key.

e Therefore,  though  the
matching is performed in the
remote server, the server
cannot listen to the biometric
data, but can check the
authentication of the same.

e Iris scanning is used as the
biometric technique in this
approach.

An Improved
Three-Factor
Authentication
Scheme Using
Smart Card with
Biometric Privacy
Protection [25]

The authors have discussed the loopholes of the
remote three factor authentication scheme proposed
by Chun-I-Fan and Yi-Hui-Lin [24], and proposed a
new improved scheme that overcomes those faults
and provides more security and ensures user’s
privacy.

e The algorithm is designed
using the 3  factors-
Biometrics, Password and
smart card.

o The feature extracted during
enrollment phase is
encrypted using a strong
public ~ key  encryption
algorithm and combined
with  server  generated
random numbers to enhance
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the privacy and security of
the users’ information.

An efficient and
secure  biometric
remote user
authentication

scheme using smart

This paper launches a new mutual and remote
authentication scheme, compares its performance
with the previously proposed similar schemes and
shows that it can provide more security, efficiency
and reliability over an insecure communication

The proposed scheme uses the
3 factors- Fingerprint
biometrics, Password and
smart cards along with two-
variant hashing and bio-

Cards [26] channel. hashing techniques to enhance
e The users can alter their passwords conveniently. | the security of the algorithm.
e The server is not burdened with biometric data
and password records.
o Asession key is used for synchronization.
o The low computation costs and high efficiency of
this scheme makes it applicable to environments
with limited resources.
Multi-level ¢ The authors here have proposed a new architecture | ¢ The proposed scheme uses
Authentication for remote and mutual authentication which can RSA algorithm for
Scheme  Utilizing | provide multi-level security to the system. implementing the security of

Smart Cards and
Biometrics [27]

The three factors (biometrics, smart card and
password) can be used at different levels of this
architecture.

The scheme does not require storing the
verification tables within the server.

The scheme is immune to forgery and replay
attacks.

It preserves the privacy of the user biometrics
along with the password.

The authentication policy can be altered using the
policy server.

The verification of the biometric data is performed
at the server side.

the system.

e The policy server is used to
choose the authentication
level in the proposed
architecture.

An efficient
biometrics- based
remote user

authentication
scheme using smart
cards [28]

This paper proposes a biometric based, remote
user, mutual authentication scheme, which is
computationally less complex and more efficient
compared to the other related schemes.

It provides non-repudiation, provision of changing
passwords without server’s intervention and
simple ways to maintain synchronization between
the user and the server.

This scheme can be implemented in distributed
computing environments.

e The techniques involved in
this scheme are one way
hashing, exclusive OR and
concatenation operations.

o This scheme does not
require storing the password
tables within the server.

e [t uses random number as a
means of synchronizing the
server with its user.

Cryptanalysis and
improvement of a
biometrics-based
remote user
authentication
scheme using smart
cards [29]

The authors here have analyzed the security issues
of the aforementioned Li-Hwang’s scheme [28]
and figured out that the scheme cannot protect the
system from man-in-the-middle attacks.
Moreover, the scheme in [28] cannot provide
proper authentication.

This paper introduces a new biometric based
remote authentication scheme that keeps the
benefits of [28], but eradicates all its security
pitfalls, and brings in some additional features,
which are suitable for real life applications.

The proposed scheme maintains the security of the
secret key; provides session key agreement; can

o The technique used for
biometric verification is
biometric template
matching.

o The security of the secret
keys and session keys are
enforced using the one way
hash function.

International Refereed Research Journal m www.researchersworld.com m Vol.— IV, Issue — 4, Oct. 2013 [109]




ResearchersWorid -Journal of Arts, Science & Commerce

m E-ISSN 2229-4686 m ISSN 2231-4172

withstand insider attacks, man-in-the-middle
attacks and replay attacks; and provides proper
mutual authentication between the server and the
user.

Enhanced
Biometrics-based
Remote User
Authentication

This paper analyses on the above mentioned
schemes in [28] and [29], proves that [29] is an
enhanced version of [28], but cannot ensure its
foolproof security. The authors here have

e The schemes in [28] and

[29] are less secure because
the random number used in
those approaches can be

Scheme Using | proposed a new biometric based remote user used by the attackers to
Smart Cards [30] mutual authentication scheme which eradicates the | crack those systems.
security loopholes prevalent in the above The proposed scheme uses a
mentioned schemes. one way hash function with
e They have figured out that those schemes [28 and SHA-256 to improve the
29] are vulnerable to impersonation attacks, security of the system.
password guessing attacks, replay attacks and The SHA-256 is also used in
denial of service attacks. the proposed scheme for
¢ In [28] and [29], if the attackers get control over random number generation
the biometric template, then the system will get and in the message
compromised. authentication code function.
e The proposed scheme can resist the man-in-the —
middle attacks and DoS attacks and can provide
security to the biometric template and the secret
keys and session keys used in the algorithm.
e This approach is computationally more efficient
than the previous schemes.
Analysis and | e This article is an enhancement of the Li-Hwang’s The strong authentication is

improvement on an
efficient biometric-
based remote user
authentication
scheme using
smartcards [31]

scheme [28], which figures out the design
shortcomings of the scheme and proposes a new
system which is capable of resolving all the flaws;
provides a strong mutual authentication and ease
to change passwords with low computation costs.
The proposed scheme does not use synchronized
clocks.

achieved with verifying
biometrics, passwords and
random nonces.

The biometric verification is
performed using the pattern
matching algorithms.

Security  Analysis
and Enhancements
of an Effective
Biometric-Based
Remote User
Authentication
Scheme Using
Smart Cards [32]

In this paper, the author have analyzed the security
issues of the above mentioned Das authentication
scheme [31], and presented a new and advanced
scheme that resolves all the security issues in the
Das’s scheme and also provides a mutual
authentication between the server and the user.
The author had figured out that the attackers can
easily invade the Das’s system if both the
password and smart card are stolen.

The Das’s scheme is susceptible to the password
guessing attacks, impersonation attacks, server
masquerading attack and insider attacks.

It is proved in this paper that the scheme in [31]
cannot provide proper mutual authentication.

The failures of Das’s scheme
have been proved by
imposing several attacks on
the system.

To analyze the security of
the proposed scheme, the
author have assumed that the
smart card may be used by
an illegitimate user, the
security information on the
card can be stolen and the
communication channel
between the user and the
server may be intercepted.

Hiding Fingerprint
in  Face using
Scattered LSB
Embedding
Steganographic
Technique
Smart card

for

This paper proposes a biometric based
authentication scheme in smart cards, which uses
both Steganographic and Cryptographic
techniques in order to preserve the privacy of the
biometric templates in smart cards.

The fingerprint information is stored and verified
on the smart card itself.

The Steganographic
technique uses the Least
Significant Bit (LSB)
embedding algorithm and
the Pseudo Random Number
Generator (PRNG) chooses
the location, where the
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based
Authentication
system [33]

e The scheme hides the fingerprint of the user in
their photo on the smart card.

e The scheme is resistant to the statistical attacks
based on histogram analysis.

encrypted fingerprint data is
to be embedded within the
cover image.

Robust biometrics-
based multi-server
authentication

with key agreement
scheme for smart
cards on elliptic
curve cryptosystem
[34]

e In this paper, the authors have proposed a new
secure and efficient biometric based mutual
authentication scheme for distributed multi-server
network environments and communication
resource environments; compared it with the other
multi-server authentication schemes and showed
that their proposed scheme is more secure, with
reduced execution time and less storage
requirement.

e The proposed scheme provides the facility for
easy biometrics and password change through
password and biometrics update protocol.

e The proposed scheme can withstand several well
known attacks viz. guessing attacks, replay
attacks, stolen verifier and smart card attacks,
insider attacks, server spoofing attacks,
impersonation attacks, secret key and session key
attacks.

e The authors have used
biometrics, password, smart
card and one way hash
function and Elliptic Curve
Cryptography (ECC) to
ensure security of their
scheme.

e The proposed scheme
provides an efficient ECC
based key agreement
function which makes the
scheme computationally
efficient using the property
of perfect forward secrecy.

A Novel Biometric-
Based Remote User
Authentication
Scheme Using
Quadratic Residues
[35]

e In this article, the authors have proposed an

efficient and secure biometric based, remote user,
mutual authentication scheme using smart cards
for real network applications.

e The proposed scheme can resist replay attacks,

known key attacks, impersonation attacks, stolen
smart card attacks and is able to maintain the
forward secrecy.

The techniques used in the
proposed scheme involve
guadratic residues, biometric
verification, exclusive OR
operation and one way hash
function.

CONCLUSION:

A handful of user authentication schemes using biometrics and smart card have been studied in this article. It
has been analyzed that the authentication and security of the schemes have been enhanced with more and more
research. Several multi factor and multi level architectures are being used to raise the security level of the
system. For security purpose, the servers are also designed not to store the password and verification tables or
the biometric records in it. In order to build a strong authentication system, both the user and the server should
be involved in mutual authentication and should also be properly synchronized. An ideal biometric based smart
card authentication scheme is also immune to replay attacks, stolen smart card attacks, security key attacks,
server spoofing attacks, insider attacks, password guessing attacks, man-in-the-middle attacks, denial of service
attacks, dictionary attacks and forgery attacks and should conform to the perfect forward secrecy. The stored
biometric data is protected from the fraudulent attacks using several cryptographic and steganographic
techniques. The system should be flexible enough so that the users can choose and change the passwords easily
and safely. Finally, the scheme has to be efficient that is, it ought not to use much exponential operations
thereby reducing the computation and communication costs and making the smart card applicable to practical
environments.
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